
Payment security is extremely important for any business. 

Fraud happens all the time—especially in the online 

marketplace, and it is important that your business takes 

the proper steps to protect its confidential information. 

Here are some helpful tips to deter hackers and keep your 

business safe.

1. Do not share account numbers

Do not give out your company’s bank account information 

through emails or any other system that isn’t secure. Put 

your bank account information through a secure system 

where clients don’t have access to them. For example, if 

clients need your account information to pay you via ACH, 

give your account information directly to the client over the 

phone. You can also create a separate bank account for 

these types of payments so if a hacker does gain access to 

the account number, they will not have access to all of your 

money.

2. Create secure passwords

Create a different password for every online system that 

you use. Do not use the same password for all your online 

accounts. If you have the same password for Facebook, 

online banking, and your payment system, a hacker can 

easily access multiple accounts if they unlock just one. 

Change your passwords often and make them challenging. 

Include uppercase and lowercase letters, numbers and 

special characters. Do not use your name, birthdate or 

anything else that a hacker could easily guess.

3. Be aware of phishing scams

Phishing is when a scammer sends an email posing as a 

reputable company to get you to click on links or enter 

account information that they can use for fraud. Your spam 

folder in your email should catch most phishing emails—

but it isn’t foolproof. Phishing emails look like they could 

be coming from a certain company but be sure to look at 

the actual email address that it is coming from and you 

will notice that it doesn’t match. Do not click any links or 

respond to the email. Instead, report the phishing emails to 

your company’s IT department as soon as possible.

4. Work with trustworthy companies

Make sure that the companies you are working with 

protect your payment information and process transactions 

securely. You can look up reviews online to make sure you 

are working with an ethical company who has a good track 

record.

By following these four simple tips, you can protect your 

business from hackers trying to intercept your company’s 

private information.
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Ranked as one of Inc. Magazine’s Fastest Growing Companies, Infintech 
has been working with veterinary professionals for more than a decade. It 
was founded on the principles of offering the latest in payment technology 
and industry expertise, and securely processes more than $3 billion in 
credit card volume annually for clients across 50 states. Get in touch with 
Infintech online at www.infintechllc.com/contact/ or call 800.621.8931.

Infitech is an MWI Animal Health Distinct Advantage™ program partner. 
To discuss how your practice can qualify for a free Distinct Advantage 
program membership, contact your MWI Territory Manager.
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